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House Bill 2789

The law set to take effect Saturday forbids what is often 
characterized as technology-enabled sexual harassment. 
It makes electronic transmission of sexually explicit 
material a Class C misdemeanor with a fine of up to $500 
if the person who received it hasn't given consent.

The law targeting unwanted images will apply to text 
messages, email, dating apps and social media.

Warning, everyone: If you send an unsolicited nude image 
to anyone online in Texas, you can be charged with 
electronic transmission of sexually explicit material
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Why are the following apps considered NOT to be safe?
These apps usually have inappropriate and un-moderated content. Many of these apps lead to cyberbullying. Often, these apps are anonymous and 
will encourage students to behave in a way you have never seen before. When students use an app in anonymous mode they tend to behave 
badly. They are also more prone to bullying and predators. The following are my opinion of dangerous apps currently on the market.



Social Media  /  Messaging  / Meet Up 
Apps



Snapchat

“Snap Map” lets people locate your teen
• lets teens “pinch to zoom” on their story page and view the map where 
their friends are posting from
•Predators and scammers use geolocation to know where your kids are at 
(and when you’re not home, for a possible robbery)

Snapchat Discover Stories regularly have sexually 
explicit images and articles — not for kids!

What is a Streak?
•A Streak is given to users who have sent each other 
Snaps consistently for two days or more
•A fire emoji will appear next to a friend’s name along 
with a number. The number indicates how many days you 
have consistently messaged that user back and forth

Sept 2019



Parents Beware: WhatsApp scammers target children 
with ‘Olivia’ porn message . Olivia is sending WhatsApp 
messages to kids, claiming to be from a friend , don’t be 
fooled she soon cuts the small talk short and starts 
sending links to porn sites.
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Kik has become ‘the 
defacto app’ for 
child predators, 
according to an 
investigative report

Kik Messenger App

Kik allows anyone on the app to contact your child and directly 
message them.
It has been known to allow adults to communicate with preteens, 
and is very difficult to discern who is a predator and who is real. 
Some adults have been known to use this app to pretend like they 
are tweens and teens. Kik allows students to bypass text 
messaging features of their phone. Users can connect with 
anyone on the network and aren’t limited to their phone’s contact 
list.

NOT BASED IN U.S.  causes issues with law enforcement 
The app allegedly has been used in high-profile crimes, including the murder of a 13-year-old girl and a child-pornography case
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Jott Messenger app

Age: 13+
Jott Messenger is an app that allows students to send 
messages without a data plan or a WiFi connection. 

Jott messenger creates a closed network with other 
devices (usually using a direct bluetooth signal) and 
can reach other users up to 100-feet. 

Like Snapchat, Jott includes a “self-destructing” feature 
that lets the user decide when a message, photo, or 
video will disappear
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Mappen
"make something happen“

However it exposes your child's 
gps data & allows for others to 

track you within the app. 

The app asks users to enable location tracking and asks them to 
designate a “home” location, which may or may not be the user's 
home address. Users can track friends if they have location tracking 
on, but it's possible to be invisible to one or more people at any time. 

User-created maps show location addresses and even provide 
directions to those locations through Google Maps. Some report that 
the app spams people in their contact lists because they receive 
multiple invites from other users; the volume of these reviews 
indicates the invite process and the language around it is confusing 
for many. 
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Parents should know that Threema is an app that secures all 
communications with a mobile device. The Threema app encrypts text 
conversations, photos, videos, voice calls and voicemails, in an effort to 
protect personal privacy and data when on a mobile device.

Parents may appreciate that Threema does not require any personal 
information, such as a phone number or email address, to use, thereby 
keeping your child's contact information anonymous. However, this also 
means that other users through this app are anonymous too, which can 
have stranger danger and cyberbullying issues.

Based in Switzerland, Threema uses its own servers and software for 
the platform, and users are able to enjoy the privacy laws for which 
Switzerland is known.

There is no age restriction since no personally 
identifiable information must be provided in order to use 
the app.
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Honesty Apps / Anonymous Apps
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Yolo Anonymous

Yolo - an app that lets anonymous 
questions be posed to Snapchat users -
has become the most-downloaded 
iPhone app in the UK and US just a week 
after its release.

YOLO warns users that if they send inappropriate or harassing messages, 
their identities will be revealed, but reviewers who’ve received these 
types of messages claim this just does not happen. Instead, if a comment 
is reported for being inappropriate, it simply disappears.

YOLO’s terms of service state that the app may “collect and store 
personal information” including your name, phone number, email 
address, password, photo or avatar and location. YOLO’s age rating is too 
low at 12+
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Video Chat / Calling Apps



YouNow App

YouNow is a popular broadcasting platform where kids 
watch and stream real-time videos.

Users decide whether broadcasters should continue 
their live videos with thumbs up and thumbs down 

voting. 

Anyone can record the videos posted, take screenshots 
and bully others with the recordings.
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Dating / Hook up Apps
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Badoo  is an adults-only app for online dating-
style social networking. With more than 200 
million users worldwide, the app (and 
companion desktop version) identifies the 
location of a user by tracking his or her device's 
location and then matches pictures and profiles 
of potentially thousands of people the user 
could contact within the surrounding area.

Badoo
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Age: 13+ 
Spotafriend - Teen Meeting App to Make New Friends is marketed as a 
teen "friend" app for users 13-19, but comes with a Mature 17+ rating in 
the app stores, and the website description uses the term 
"Tinderalternative.“

Anyone can sign up by entering a fake age. Also, many matches are based 
on location, so teens are contacting strangers nearby. Ads appear 
frequently and users are rewarded for watching them. Chat and messaging 
is basically unrestricted, profiles can be forwarded among members, and 
though the app is free, it offers an “Ultimate” paid membership that 
enables users to rate and message more contacts. 
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Message Boards / Blogging / Dark Web
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Omnichan Pro: 
4chan and 8chan Client

Omnichan Pro is rated for adult or mature users only due to 
the nature of the app’s function. While the app itself is not 
harmful, it allows access to “anything goes” chan message 
boards and image board where content is notoriously not 
appropriate for children.

Mimi 4chan Reader

4chan is referred to as a “shock post” site

Posting offensive material is a game to the avid 4chan 
user, and they often make a game of being able to outdo 
one another. And because users on the site are entirely 
anonymous users tend to lack any moral responsibility.
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Red Onion, a tor-powered internet server, users can browse the web anonymously, 
bypass school and public internet filters, and access the dark net, which is a network of 
anonymous sites accessible only by tor servers. Red Onion is only available to users 17 
and up and is not safe for kids at all.

Red Onion

Others use Tor browsers for more nefarious purposes, such 
as hacking or accessing the darknet.

For those unfamiliar with darknet, the best way to describe it is as a 
virtual black market. People use the darknet to conduct transactions 

for illegal weapons, drugs, post and look at child pornography, or 
engage in any otherwise illegal or suspicious behavior.

Parents should be concerned, should they find the Red Onion app 
on their child’s phone.
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Number Hiding Apps 
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Apps To Hide content on Device
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Tips to find Hidden Apps
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Gaming Apps



HAGO
HAGO is an app in which you can play many games for 
free on your smartphone. It is available for 
both Android and iOS. HAGO has other features also 
like Chatrooms. It has also a feature by which you can 
see people around you that use HAGO with the 
distance between you and them. For this, you must 
enable location and allow the app to use it. Then, you 
can play games with people that are near to you or you 
can play just randomly.
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Discord

Described as “Skype for gamers,” Discord has become 
the hip way for gamers to chat about - what else? -
gaming. And with 19 million daily users, it’s suddenly 
surging faster than Uber fares on a rainy Saturday 
night.

Under-13s not being on Discord, legally or otherwise. =

As for older kids, they need to be aware that they can 
block unsuitable content using the app’s Explicit 
Content Filter. They can also easily mute or block 
individual users, and limit “adds” to friends.
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Reminders



Sept 2019

Educate your kids
It’s crucial that kids are made aware of the dangers of using social networking sites. Even if the incidences of 
kidnapping are small, the incidences of sexual exploitation, grooming and cyberbullying are alarmingly high. 
Children need to know how much information is too much information and that they should not be posting 
personal information such as their age, address, phone number and school anywhere on the internet. You should 
also explain why it is never a good idea to accept friend or follow requests from people they do not know.
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Monitoring Tools 
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The most efficient way of keeping kids safe is by keeping the lines of communication with your child open. 
Positive relationships and discussions with your child about the risks they face will make them less likely to 

become victims and will enable them to come to you if they feel uncomfortable or threatened online.



Thank you

www.GCISD.net/ParentTech
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